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Abstract—A regular expression (regex) is said to be vulnerable
to the regex denial of service (ReDoS) attack if the worst-case
running time of a matching algorithm on the regex is super-
linear in the length of the input string. Due to the wide-spread
usage of regexes, ReDoS is well recognized to be a serious security
threat. Meanwhile, backreference is an extension to regexes that
allows preceding substrings to be used later. The extension is
practically popular, supported by many regex engines including
those in the standard libraries of Java, Python, JavaScript,
and more, and is also known to possess interesting theoretical
properties such as the language class of regexes extended with
it being outside of that of context-free languages but included
in that of indexed languages. This paper is a formal study of
ReDoS for regexes with and without backreferences. We make
the following contributions: (1) we give a sufficient condition
for ReDoS invulnerability in terms of the degree of ambiguity
of the non-deterministic automaton corresponding to the given
regex, using the memory automata model of Schmid for the case
with backreferences, and (2) we show a transformation method
based on state elimination that converts a deterministic memory
(or ordinary) automaton to an equivalent ReDoS-invulnerable
regex with (or without) backreferences. A corollary of (2) is
that, in the case without backreferences, every regex can be
converted to an equivalent ReDoS-invulnerable form. Finally, we
show that, in stark contrast to the case without backreferences,
(3) assuming a certain well-believed conjecture in parameterized
complexity theory, there exists no algorithm for converting every
regex with backreferences to an equivalent ReDoS-invulnerable
form. We note that the positive results (1) and (2) apply to
the practically popular but inefficient backtracking matching
algorithm, whereas the negative result (3) applies to any matching
algorithm.

I. INTRODUCTION

Regular expressions (regexes for short) have seen wide
spread use in modern software development. Many popular
programming languages, including Python, Java, JavaScript,
and more, have regex engines in their standard libraries with
which programs can perform various string-related operations
such as sanitizing user inputs [23]], [38], [[13] and extracting
data from texts [Sl], [24], [12]. Many popular regex engines
employ some form of backtracking matching algorithm and
are vulnerable to the regex denial of service (ReDoS) attack
which exploits the complexity of the algorithm. Formally, a
regex is said to be ReDoS vulnerable if the worst-case running
time of the matching algorithm on the regex is super-linear in
the length of the input string. Due to the wide spread use of
regexes, ReDoS is a serious threat to the security of software
systems [15], [

Meanwhile, backreference is an extension to regexes that
allows preceding substrings to be used later. It is broadly
known that backreference is a practical extension and is
supported by many popular regex engines including those
in the standard libraries of Java, Python, and JavaScript.
Furthermore, regexes extended with backreferences (rewbs for
short) are known to possess interesting theoretical properties,
such as their expressive power being no longer regular (in fact,
not even context-free) [6] and properly contained in the class
of indexed languages [27]. Schmid has proposed a class of
automata called memory automata (MFA) that corresponds to
the language class of rewbs [29].

We conduct a formal study on ReDoS for regexes with and
without backreference, and make the following contributions:

(1) A definition of the degree of ambiguity for MFA that
naturally extends that for NFA, and a sufficient condition
for ReDoS invulnerability for regexes with (and without)
backreferences in terms of the measure (Section [III));

(2) An algorithm that converts a deterministic memory
(resp. ordinary) automaton to an equivalent ReDoS-
invulnerable regex with (resp. without) backreferences
(Section E] and

(3) A result that, assuming a certain well-believed conjec-
ture in parameterized complexity theory, there can be
no algorithm for converting an arbitrary rewb to an
equivalent ReDoS-invulnerable form (Section [V).

Since any pure regex (i.e., one not containing a backreference)
can be converted to an equivalent DFA, result (2) implies
that it is possible to convert an arbitrary pure regex to an
equivalent ReDoS invulnerable form. Thus, result (3) shows
that the situation is rather different when backreferences are
allowed. We remark that the positive results (1) and (2) apply
to the practically popular but inefficient backtracking matching
algorithm, whereas the negative result (3) applies to any
matching algorithm.

Considering backreferences in a study on ReDoS is im-
portant especially because, despite their wide-spread use in
practice, recent ReDoS-free non-backtracking matching algo-
rithms such as Google’s RE2 and those proposed in very
recent papers [25], [21]], [4] have been dropping the support for
backreferences in order to ensure ReDoS freedom. Our work

I'The algorithm can be easily extended to take a finite union of deterministic
automata (cf. Section .



sheds light on how to provide some support for backreferences
while still avoiding ReDoS. Namely, result (1) gives a novel
sufficient condition for rewbs to be ReDoS invulnerable, while
result (2) gives a way to construct such rewbs in some cases,
and result (3) gives a limit on doing such a construction in
general.

The rest of the paper is organized as follows. Section
defines preliminary notions. Sections and [V] contain
the main results mentioned above. Section [VIldiscusses related
work. Section concludes the paper with a discussion
on future work. For space, some proofs are deferred to the
appendix.

II. PRELIMINARIES

N is the set of non-negative integers, and N>; = {i €
N | ¢ > 1}. We assume a finite alphabet ¥. A string is a
finite sequence of characters in X. We write X, for X U {e}
where ¢ is the empty string. We write w; - we (or simply
wjwe when clear) for the string obtained by concatenating
strings w; and wy. We write |w| for the length of the string.
We write w < w’ if w is a prefix of w’, and w < w’ especially
when it is a proper prefix. For w < w’, we write w\w’ for
the left quotient of w’ with respect to w, that is, w\w’ = u
such that wu = w’. For a map f, we write f[a +— b] for the
map Az.if = a then b else f(x). We write S W .S’ for
the disjoint union of sets S and S, i.e., SW S = SUS if
SN S’ =0 and is undefined otherwise.

The syntax of a regex with backreferences (rewb for short)
is given by the following grammar:

ra=L|0|ryore | rara | rF ] ()i | \d

Here, ¢ € X, () is empty, 1 .75 is concatenation, 71 |ro is union,
and r* is repetition (i.e., Kleene star), (;r); is a capturing
group with the index ¢ € N>, and \i is a backreference, with
the requirement that in (;r);, r does not contain a capturing
group or a backreference of the same index i. The precedence
of the operators is as follows, from higher to lower: repetition,
concatenation, and union. We sometimes write 71 - 79 as r{7s.
To clarify, we sometimes call a rewb containing no capturing
groups and backreferences a pure regex or a regex without
backreferences. We describe the semantics of rewbs informally
(a formal semantics will be given later by a translation to
MFAs): a backreference \¢ matches a string that was matched
by the nearest capturing group (;r);, where strings matched
by a capturing group (;r); are those matched by 7. The
behavior of the other operators (i.e., empty, concatenation,
union, and repetition) are the same as those for pure regexes.
The language of a rewb r, L(r), is defined to be the set of
strings matched by . We say that rewbs r and 7’ are language
equivalent (or just equivalent) when L(r) = L(r').

Example IL1. Let X = {a,b} be the alphabet. The language
of the rewb r = (1(alb)*)1\1 is L(r) = {ww | w € ¥*}.

Because this L(r) is a textbook example of a non-context-
free language (and therefore, non-regular), the expressive
power of rewbs exceeds that of the pure ones. Additionally,

the expressive power of rewbs is known not to contain that of
context-free languages (and therefore, because of the above,
incomparable to that of context-free languages) [9], [6], and a
recent work has shown that it is properly contained in that of
indexed languages [27]].

Next, we recall a class of automata called memory automata
(MFA) that was introduced by Schmid [29]. Our definition is
roughly equivalent to Schmid’s but with some simplifications
on status change operations (called memory instructions in
[29]) for brevity, and an extension to allow matching only
a proper prefix of a memory content at a backreference
operation. We explain the details of the latter change when
describing the transitions of MFAs. We will also use MFAs to
give a formal semantics of rewbs.

Formally, an MFA is a tuple (Q, 9, qo, F') where @ is a finite
set of states, § : (Q x (X, W BrOps) x ScOps) — P(Q) is
a finite function where BrOps = {\¢ | i € N>} is the set
of backreference operations, ScOps = {o, (s,)i | © € N>1}
is the set of status change operations, qo € (@ is the initial
state, and F' C (@ is the set of final states. A configuration
of the MFA is a tuple (¢,0) where ¢ € @ and 0 : N>; —
¥* x{O,C}. For each i € N>1, we call o(i) a memory where
the first element is the content of the memory and the second
element is the status of the memory. A status is either open
(O) or closed (C). For (x,s) = o(i), we write o(i).con for
x and o(i).sta for s. Roughly, 6(¢q,a,s) © ¢’ means that,
from the state ¢, the automaton can transition to the state ¢’
by either consuming an input symbol matching « if a € X,
consuming no input symbols if & = €, or consuming input
symbols matching the string o(i).con if & = \i where o is
the current memories. Also, an open status means that the
memory is open for writing and closed status means that that
the writing has finished and the memory is ready to be read.
More specifically, at each transition step the memories are
updated so that their statuses are updated according to the
status change operation s, and their contents are updated so
that those of open status are appended with the consumed
sequence of input symbols and those of closed status remain
unchanged.

We formalize the notion of transitions. For w € X%,
s € ScOps, and 0 : N>; — ¥* x {O,C}, we define

update(o, s,w) = upd ,,, (upd 4, (0, s), w) where
updsta(a’ 0) = o
upd g, (0,(;) = oli— (o(i).con,O)] if o(i).sta =C
upd g, (0,);) = oli— (o(i).con,C)] if o(i).sta = O
upd o (o, w) = {i (o(i).con - v;,0(i).sta) |
o(i).sta = O ANv; =w) V

(
(

)-
o(i).sta=CAv, =¢€)}

Here updsta( (1) and updsta(
respective conditions are not met.

,):) are undefined if the

Definition ILI.2 (One-step transition). A (one-step) transition,
w,

(q,0) =25 (¢/,0'), is defined to the smallest relation
satisfying the following:



N a € %, 6qa,8) > ¢, w = a and o =
update(o, s,w);
2) a = \i € BrOps, o(i).sta = C, w = o(i).con,

0(q,,8) 3 ¢ and o' = update(o, s, w); or
3) @« = \¢ € BrOps, o(i).sta = C, w < o(i).con,
(g,\%,_,_) €4, stuck-st = ¢’, and 0o/ = 0.

Case (1) corresponds to ordinary transitions that consume
a single character or no characters (i.e., € transitions) but
with possible change in the memories as stipulated by the
update function. Namely, the consumed character is appended
to the contents of open memories and memory statuses are
changed according to the status change operator s. Cases
(2) and (3) process a backreference operation that reads a
memory where case (2) handles the case when the consumed
string matches the content of the memory and (3) handles the
case when the consumed string only matches a proper prefix
of the content. Here, stuck-st ¢ @ is a special stuck state
that indicates that only a proper prefix of the content was
matched The original definition of MFA by Schmid [29]
does not have transitions corresponding to (3), but it does
not affect the set of words accepted by an MFA because
stuck-st is not accepting and also has no outgoing transitions.
We make the change because it allows defining the degree
of ambiguity to simply be the number of matching paths
(cf. Section [MI). Note that a backreference transition can be
taken only when the referred memory is closed. Also, because
of the definition of wpdate, a transition cannot re-open an
already open memory or re-close an already closed memory.
We often write (¢, 0) —— (¢, ") as (¢, 0) — (¢, o) when
only the consumed string is relevant.

A path 7 is a possibly empty finite sequence of one-step
transitions

(Q1,01) = (q2»02) et (anan)

where the length of 7, denoted |r|, is n. We say that 7 matches
the string wyws . . . wy,, and denote the latter by word (). The
initial configuration is (qo, A_.(¢,C)), that is, it is in the initial
state qp and all of its memories are closed and contain empty
strings. A configuration (g, o) is accepting if ¢ is a final state.
A path is initial if it starts from the initial configuration. We
say that the string w € X* is accepted by the MFA, if there
is an initial path 7 such that word(n) = w and 7 ends in
an accepting configuration. Such a path is called a run that
accepts w. For an MFA A, we define the language of A,
L(A), to be the set of strings accepted by A. We say that
MFAs A and A’ are equivalent when L(A) = L(A’), and
likewise, we say that a MFA A and a rewb r are equivalent
when L(A) = L(r).

Example II.3. Figure [I| shows two MFAs. Here, a labeled

edge ¢ — ¢’ represents a transition (g, «v, s,¢’), i.e., the tran-
sition moves from the state ¢ to ¢/, consumes input symbols
according to «, and makes memory status change according
to s. Unlabeled edges are €/¢ transitions. A; is equivalent to

2t is similar to the trap state of [20]).

the rewb from Example that is, L(A4;) = {ww | w €
{a,b}*}. As is equivalent to the rewb (1(alb)*)1c\1, and its
language is L(As) = {wecw | w € {a,b}*}.

Note that an MFA whose transition relation is included
in @ x X, x ScOps x @ can be seen as an ordinary non-
deterministic finite automaton (NFA) by ignoring the memo-
ries part of configurations.

We say that an MFA is nested, if for any path

(q1,01) = (g2,02) = ... = (qn,0n)

there existno 1 < m; < mg < maz <my <nandi,j € N>,
with @ # 7, such that (1) the transition from (g, 0m,)
t0 (Gmy+1,0m,+1) opens the i-th memory, (2) the transition
from (Gm,, Omsy) 0 (Gma+1, Omy+1) Opens the j-th memory,
(3) the transition from (Gmg, Oms) t0 (Gmst1, Omst1) closes
the i-th memory, and (4) the transition from (g, om,) to
(¢my+1,0m,+1) closes the j-th memory. Intuitively, nested
means that that the MFA has syntactically proper capturing
groups when it is viewed as a regex. For example, the MFA
corresponding to the syntactically improper regex (1a(2b)1¢)2
violates the condition. As shown in [29], any MFA can be
converted to an equivalent nested form.

A deterministic MFA (DMFA) is an MFA (Q, 9, qo, F')
satisfying: (1) for any q € Q, o € ¥ U BrOps, s € ScOps,
|0(g, 0, 8)] < 1, (2) for any ¢ € Q, o € {e} U BrOps,
o € X.U BrOps, and s,s € ScOps, if a # o and
5(q, e, 8) # O (in which case |6(q,a,s)] = 1 by (1)) then
5(g,a/,s') =0, and (3) for any ¢ € Q, a, &’ € X U BrOps,
and s, s’ € ScOps, if 6(q, o, 8) = 6(q, 0/, s") # D then s = .
We note that our definition of DMFA is equivalent to that of
[29] modulo the modifications that we made on the definition
of MFA remarked beforef] Note that for an MFA whose
transition relation is included in @Q x X, x ScOps x ) (and thus
can be viewed as an NFA), our definition of DMFA coincides
with the usual definition of deterministic finite automaton
(DFA) except it allows an e transition from a state when the
transition is the only transition from the state.

As shown in [29]], a rewb can be translated to an equiva-
lent MFA by adopting the well-known Thompson’s construc-
tion [33]. Formally, the (extended) Thompson’s construction
applied to a rewb r, MFA'(r), is defined inductively as
follows.

(1) For ¢ € X, MFA'(¢) = ({qo0, 4}, 9, q0, {q}) where § =
{(q0,¢,0,q5)} and qo # qy:

) MFA'(0) = ({q0,9s},9. 0, {as}) and qo # q;

(3) MFA'(rire) = (Q1 W Q2,61 W 02 W §,q01,{qr2})
where MFA/(’I“l) = (Ql,él,qu,{Qfl}), MFA/(TQ) =
(Q2; 02, qo2 {QfQ})’ and ¢ = {(Qflv €,9,q02) };

@) MFA'(r1]r2) = (Q1W Q2w {qo, qr}, 61 W2 W4, qo, {¢s})
where MFA/(’I’l) = (Ql,él,qoh{qﬂ}), MFA/(’I"Q) =
(Q2,02,902,{as2}). 0 = {(q0,€,9,90) (ari,€,0,q5) |
i€ {1,2}} and qo # qy;

3Technically, DMFA of [29] does not allow e transitions and also uses a
weaker version of (3) called pseudo determinism, but it is easy to see that
both definitions have equivalent expressive powers.
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Fig. 1. MFA examples.

Fig. 2. A DMFA equivalent to (1(alb)*)1c\1).

(5) MFA'(r*) = (Q & {q0,qs},6 & &,q0,{qs}) where
MFA'(r) = (Q,0",40,{d}}), @0 # 4qp. and § =
{(q0,€,9,90); (g0, €,0,45), (d}: €, 40), (df €, a5) }5

6) MFA'((;r)i) = (Q W{qo,qs},0 W', q0,{qs}) where
MEX() = (@8, ao ()] @0 # ap and & =

~

{(q()v €, (iv qO)’ (q/fa €, )ia qf)}, and

MFA/(\Z> = ({q07 qf}’ {(QO’ \7" <, qf>}> q0, {Qf}) where
q 7 qf-

For our purposes, it is convenient to frim the produced MFA
by removing any state that is unreachable from the initial state
or cannot reach the final state. We define MFA(r) to be the
MFA obtained by trimming MFA'(r). It is easy to see that
MFA(r) is nested for any rewb r. We formally define the
language accepted by a rewb r, L(r), to be L(MFA(r)). Note
that MFA(r) is an NFA when 7 is a pure regex.

Example I1.4. Recall the MFAs from Example It is easy
to see that they are obtained by applying the Thompson’s
construction on the corresponding rewbs, that is, A; =
MFA((1(a]b)*)1\1) and Ay = MFA((1(alb)*)1c\1). Both are
nested. Neither are deterministic. Namely, the states g1, g2, and
g7 in both automata have multiple out-going € transitions. In
fact, as shown by Schmid [29], there is no DMFA equivalent
to A; (and thus equivalent to (;(a|b)*);\1). By contrast, as
we show in Figure 2] there is a DMFA that is equivalent to
As. Note that ¢ acts as a “delimiter” for the automaton to
deterministically decide when to transition from ¢; to gs.

(N

III. CHARACTERIZATION OF VULNERABILITY

In this section, we show that the ReDoS vulnerability of
rewbs can be characterized by a measure called the degree of
ambiguity. We first formalize backtrack matching algorithm
(BMA). As mentioned in Section [, BMAs are used in most

Algorithm 1 Backtracking matching algorithm

Input: A rewb r and a string w
Output: true if w € L(r) and false if w ¢ L(r)
1: (Q,9,q0, F) < MFA(r)
2: procedure ISPREFIX(w', w)
3 if w’ = ¢ then return true
4 else if da € X.w = au A w’ = au’ then
5 return [SPREFIX(u/, u)
6: else return false
7: procedure DFS(q, o, w)
8 if w = € then
9 if 3¢’ € e-reach(q,0).q' € F then

10: return true

11: else return false

12: for m € Next(g,0) do

13: if ISPREFIX(word(r),w) then

14: (¢',0") + last(r)

15: if DFS(q¢’, o', word(m)\w) then
16: return true

17: return false

18: return DFS(go, A_.(¢,C), w)

major regex engines in practice, and ReDoS typically exploits
the worst-case, oft-called “catastrophic”, behavior of BMAs.
A BMA is essentially a depth-first search (DFS) algorithm
that looks for an accepting path matching the given string in
the automaton corresponding to the given regex, or equiva-
lently, a recursive-descent parsing algorithm when viewed as
working directly on the expression rather than the automaton
corresponding to it [[7], [31]], [14]].

Algorithm |l| formally defines the BMA. It first converts
the given rewb to an MFA (line [I), and then calls the
procedure DFS (line . Here, e-reach(q, o) returns the set
of states that is reachable from the configuration (¢,c) by
paths matching e. To prevent loops, we require the e-matching
path to be cycle-free. Formally, we say that a path 7 to be
e-cycle free (ecf) if it contains no subsequence of the form
(¢,0) = (q,0), where = denotes one or more e-matching
transitions. We define e-paths(q, o) to be the set of ecf paths
from (g, o) matching e, that is, it is the set of ecf paths of
the form (q, o) < (¢',0") where 5" denotes zero or more
e-matching transitions. Then, e-reach(q,0) = {¢' | Ir €



Fig. 3. MFA(a*) and MFA(a**)

e-paths(q,0).q’ is the last state of 7}

Nezxt(q,0) is defined to be the set of paths {7 -7’ | 7 €
e-paths(q, o) A" = last(n) 2 (¢, _)Aw # eNq' # stuck-st}
where last(m) denotes the last configuration of . That is,
it is the set of paths from (g¢,o) formed by extending a
(possibly empty) ecf e-matching path with one non-e-matching
transition such that the path does not end in stuck-st. Recall
from Section [II] that stuck-st is the special “stuck” state.
Roughly, m € Next(q,0) means that 7 is a “next” path that
can be taken from (¢, o) by making one non-¢ transition.

DFS(q,0,w) is a DFS algorithm that explores paths from
the input configuration (g, ), and tries to find one that matches
the input string w and reaches an accepting configuration.
When w is empty, it checks if there is an accepting con-
figuration e-reachable from (g,o), and if so returns true
and otherwise returns false (line 0). Otherwise (i.e., when
w F# €), it recursively calls DFS to continue the search in
a depth-first manner (line . Here, a recursive function
ISPREFIX is used to decide if the to-be-consumed string
w’ can be matched with the remaining string w. Note that
ISPREFIX(w',w) returns true if w' =< w and otherwise
returns false. Note that the first argument to ISPREFIX will
always be a string of length one for pure regexes and so the
complexity of ISPREFIX is O(1) for such regexes. However,
this is not the case for regexes with backreferences because the
second argument can be any string that is stored in a memory.

Note that each recursive call to DFS and ISPREFIX is made
on strictly shorter strings. Therefore, Algorithm [T] always con-
verges, making at most |w| deep recursive calls. Furthermore,
it is easy to see that DFS(q, o, w) returns true iff there is a
path from (g,0) to an accepting configuration that matches
w, and otherwise returns false. Therefore, the algorithm
correctly decides if w € L(r) or not.

Algorithm [T] can exhibit time complexity that is exponential
in the length of the input string because it performs DFS over
the paths of MFA(r) that start from the initial configuration
and match w until it finds one that reaches a final state. Note
that the algorithm has a choice on which branch of the DFS
tree to explore next (cf. line [I2). We consider the worst-
case behavior, as often is the case in security research, to
fall on the safe side. Let us write TIMEpya(r,w) for the
worst-case running time of Algorithm [I| on the input rewb

r and the input string w. Because ReDoS is only concerned
with the complexity relative to the input string, it is safe to
equate TIMFEya(r, w) with the number of calls to DFS and
ISPREFIX. Note, in particular, that the complexity of Nezt can
be considered O(1).

Definition III.1 (ReDoS Vulnerability). A rewb 7 is said to
be ReDoS vulnerable if TIME gy (r,w) is super-linear in |w|,
that is, if TIMEgya(r,w) ¢ O(Jw)|).

Example IIL.2. Figure shows MFA(a*) (above) and
MFA(a**) (below) both over the alphabet {a, b}. Neither are
deterministic. However, Algorithm [I]is guaranteed to converge
in time linear in the length of the input string on the former
while it exhibits worst-case exponential time complexity on
the latter. For instance, when given strings of the form a™b
as input, where a™ is a repeated n many times, the former
converges and returns false after making O(n) many DFS
calls. By contrast, the latter makes €2(2") many DFS calls
before returning false. The latter happens because, each
time the algorithm reaches the state g3 and a is the next
character to be matched, it has the choice of returning to ¢

by following the sequence of transitions g3 — g2 ﬂ) qs or

q3 = q4 — q1 — Q2 ﬂ) qs3, and the algorithm will end up (in
vain) trying both possibilities by backtracking at every position
where a occurs in a™b. Therefore, a** is ReDoS vulnerable
whereas a* is not.

Note that the two expressions in the above example are
equivalent, accepting the same language {a” | n € N}. The
technique we shall present in Section[[V|can be used to convert
a vulnerable expression like a** to an equivalent invulnerable
one like a*. In fact, it can be used to convert any pure regex
into an equivalent invulnerable one.

Our definition of ReDoS vulnerability is consistent with
those in the prior studies on ReDoS [32], [37], [L14], [11],
[28]. In particular, it concerns the time complexity of the
matching algorithm over only the input strings and not the
input expressions. The convention is followed because the
expression is often fixed in practice and only the input string
is possibly under the infuence of the adversary. However,
it is important to note that the expression does affect the
complexity relative to the input string. Indeed, as seen in
Example a BMA can exhibit widely different running
times relative to the input string length for the same set of
input strings but on different expressions, and even when the
expressions denote the same language.

Remark IIL.3. We elaborate on the reason for the special
focus on BMA in our and others’ work on ReDoS. BMA is
not the only algorithm for deciding regex matching, and is
also well known to be not the most efficient algorithm for the
task. For example, for pure regexes, Thompson’s algorithm
from the 1960’s, based on breadth-first search (BFS), can
decide the regex matching problem in time linear in the length
of the input string [33]. BES is also used in recent ReDoS-
free non-backtracking matching algorithms that support some



extensions such as lookarounds (but, importantly, not backref-
erences) [25], [4].

Nonetheless, most existing research on ReDoS focus on
BMA because BMA is the most popular algorithm for deciding
regex matching that is currently used in practice. In particular,
BMA is used in the regex engines of popular programming
languages including Java, Python, JavaScript, and more. The
reason for the popularity is two-fold. The first reason is ease of
implementation. Importantly, popular extensions such as back-
references, substring extractions by captures, and lookarounds
can be easily implemented in BMA. The second reason is
good empirical (or “average case”) complexity. While BMA
has terrible worst-case complexity and thus becomes a prime
target of ReDoS, it is known to usually work well on ordinary
(i.e., “non-malicious”) inputs.

We next define the degree of ambiguity for MFAs by
naturally extending the notion of the same name studied for
NFAs [36]. Formally, the degree of ambiguity of an MFA
A with respect to a string w, da(A,w), is the number
of (not necessarily accepting) ecf initial paths of A that
matches w, that is, da(A,w) = |{m € InitPaths(A) |
mis ecf A word(mw) = w}| where InitPaths(A) is the set
of initial paths of A. For a rewb 7, we define its degree of
ambiguity by da(r,w) = da(MFA(r),w). We write da(r)
for max,exn+ da(r,w), letting da(r) = oo when there is no
k € N such that da(r,w) < k for all w € ¥*.

Definition II1.4 (CDA). A rewb 7 is said to be constant degree
ambiguous (CDA) if da(r) # .

Example IIL5. The rewb a* from Example is CDA
over the alphabet ¥ = {a,b} because da(a*,w) < 2 for
any w € X*. To see this, note that da(a*,w) = 0 for
any w ¢ L(a*) because there are no paths of MFA(a*)
matching such w, whereas da(a*,a™) = 2 for any n > 0
because there are exactly two paths, qq (i> @ % )" and
g0 (5 @1 % @)™ = g3, that match a™. By contrast, a** is not
CDA over X. This is so because, after reaching go, for each a,

. .. a/o
there are two possible sequence of transitions, go — g3 — ¢

or ¢s ﬂoﬁ q3s — q4+ — q1 — q2, that can be taken before
matching the next a. This gives 2" many paths that can match
a™. Therefore, da(a**,a™) > 2™, and thus a** is not CDA.
Likewise, for the rewbs from Examples and one
can show that (1(a|b)*)1c\1 is CDA whereas (1(alb)*)1\1
is not. Namely, for the latter, da((1(alb)*)1\1,a%") > n
because there are n many paths, each matching the initial
ant™ (for m € {0,...,n}) prefix of a®" in the part of
MFA((1(a]b)*)1\1) comprising the states qo,...,q7; before
transitioning to the state gg to match the rest.

The first main result of our paper is the following theorem
which shows that CDA is a sufficient condition for guarantee-
ing ReDoS invulnerability.

Theorem III.6. A rewb is not ReDoS vulnerable if it is CDA.

Proof. Given an input string w, Algorithm[T]explores the paths

of the automaton MFA(r), and in the worst case explores all
ecf initial paths matching each prefix w’ =< w. The string
argument in any call to DFS is a suffix of w, that is, w'\w
for some w’ < w. Then, each call DFS(q, o, word(mw)\w) at
line can be attributed to a call to ISPREFIX at line T3]
that immediately precedes it. That is, all calls to DFS except
the root one at line Furthermore, for each such call to
DFs, each call ISPREFIX (w1, w]) that precedes it, including
the ones called recursively at line [5] can be attributed to a
distinct ecf initial path matching u < w where uw] = w'.
Therefore, TIME gya(r,w) € O3,/ <,, da(r,w")).

Suppose that 7 is CDA. Then, there is ¥ € N such that
da(r,w) < k for any w € ¥*. Therefore, by the argument in
the previous paragraph, TIMEgya(r,w) € O3,/ <, k) =
O(Jw]), and so r is not ReDoS vulnerable. a O

As remarked in Section I, the result holds (even) for the
inefficient but practically popular backtracking matching al-
gorithm. We note that the converse direction of Theorem
does not hold. That is, CDA is not a necessary condition for
a rewb to be ReDoS invulnerable (even for the backtracking
matching algorithm). For example, a** over the alphabet {a}
is not CDA for the same reason that it is not CDA over
the alphabet {a,b} (cf. Example [lIL5), but it is not ReDoS
vulnerable.

IV. CONVERSION TO INVULNERABLE REGEXES

In this section, we show a method to convert any nested
DMFA to an equivalent ReDoS-invulnerable rewb. The cor-
rectness is proved by showing that the generated rewb is CDA
and thus not ReDoS vulnerable by Theorem

Our method adopts the well-known state elimination method
for converting an NFA into an equivalent regex (see, e.g., the
textbook by Sipser [30]), and we in particular adopt the one
proposed by Schmid [29] that extends the standard one to
MFAs and rewbs. A subtle difference from Schmid’s method
is that whereas Schmid’s method assumes that the input is a
normal-form MFA which has no non-¢ transitions that make
memory status changes, we allow (D)MFAs that have such
transitions. We extend Schmid’s method this way because
there are rewbs, such as (1(a|b)*)1¢\1 from Example that
can be expressed as a nested DMFA as shown in Figure [
but is seemingly impossible to express as a normal-form
nested DMFA. Another subtle difference from standard state
elimination methods is that we do the conversion per each final
state by making copies of the automaton and then taking the
union of the converted regexes, rather than doing the standard
trick of adding a new final state to which the original final
states have e transitions. The reason for this difference is
explained later in the section.

We now describe the conversion method. Our method adopts
the approach of [29] that hierarchically converts an MFA to an
equivalent rewb in the order of nesting of memory open-close
pairs, from the inner-most ones to the outer-most ones. Let
A =(Q,0,q, F) be a nested MFA. For each memory index
i € N>q, we define Ots 4(¢) and Cts 4 (i) to be respectively the



Algorithm 2 State elimination

Algorithm 4 Top-level conversion

Input: An eMFA A = (Q, 6, qo, {¢qs}) with one final state ¢
Output: A rewb r satisfying L(r) = L(A)
1: Add to A a new initial state ¢{, and the transition g{ MAN
qo (and make ¢o non-initial).
2: while a non-initial and non-final state remains in A do

3: Select a state ¢, that is neither initial nor final.
4: For every pair of states g; and g; of A such that g; #
ri/s1 ro/s2 r3/s3
Arip> 45 7é Arips qi E— qrip> Qrip — drip> Qrip —

g;j, and g; M gj, add the transition g; ﬂ q; where

r=ry-15 13|rs to A.
Remove ¢, from A.

W

6: return r1r; where g, ATAN qf and gy LIAN qf

Algorithm 3 Open-close pair removal
Input: A nested MFA A
Output: A o-only eMFA A’ such that L(A) = L(A’)

1: while © 4 is not empty do

2: Pick T' = (4, tr, tr') such that A4 (T) = 0.

3: Make an eMFA A7 that is a copy of A except deleting
all transitions in Cts 4 (i), letting ¢ be the initial state and
p’ be the only final state where tr = (p,«,(;,q) and
tr'=(p',a, )i, @)

Apply Algorithm [2] on A7 to obtain a rewb 7.
Add the transition (p, (;ar);a’,0,¢") to A.
Delete T from © 4 and A4(T") for every T' € O 4.
If tr is not in © 4 then delete tr from A.
If ¢r' is not in © 4 then delete tr’ from A.
Replace each remaining transition (¢, a, s,q’) € § where
s # o with (¢, a,0,¢").

D A A

set of (; and ); transitions. That is, Ots4 (i) = {(q,a, s,¢') €
§|s=(}and Ctsa(i) = {(¢,,5,¢) € 6 | s = );} We
define the nesting relation © 4 = ;. {i} x Otsa(i) x
Cts a(i). We define the binary relation <lq C ©4 x ©4 as
follows: (i, tri, tr;) <\a (j, trj, tr’;) if there is a path that starts
from ¢r; and ends in tr;- and takes transitions trj, tr;, tr,
and tr’; in exactly this order such that no ); transition is taken
between tr; and tr;, and no ); transition is taken between tr;
and tr. By an argument similar to Lemma 15 of [29], we can
show the following.

Lemma IV.1 (1290). If (i, try, tr}) <a (4, trj, tr}) then i # j.
The relation <14 is irreflexive, transitive, and asymmetric.

We write A4(7, trq, tra) for the set {(4, ¢r], trh) € O4 |
(4, try, trh) <a (i, tr1, tro) }. Algorithm [3| overviews the hier-
archical conversion process that iteratively removes the open-
close pairs starting from the inner-most ones. At each iteration,
it uses Algorithm [2| to convert an automaton to an equivalent
rewb.

Algorithm [2]is an adoption of the standard state elimination
method for converting a given NFA to an equivalent regex
(see, e.g., [30]), except that it is restricted to be given an

Input: A nested DMFA A
Output: A rewb 7 such that L(r) = L(A)
1: Apply Algorithm [3] to remove non-¢ transitions from A.
271+ 0
3: for each final state ¢; in A do
4: Make a copy A; of A with only ¢; marked as final.
5 Apply Algorithm 2| on A; to obtain a rewb r;.
6 T4 T|rj.
7

: return r

automaton with only one final state. The restriction is satisfied
when it is called by Algorithm [3] and as explained later, the
top-level conversion algorithm (Algorithm [) satisfies it by
making a copy of the MFA per each final state. The restriction
is needed because the standard trick of adding a new final state
to which the original final states have e transitions cannot be
done. Namely, doing that would violate an invariant regarding
a property called strong disjointness that we use to prove the
correctness of our method (cf. the proof of Theorem [[V2T).

As in the standard ones, our state elimination uses as
intermediary extended automata that have expressions as tran-
sitions. We call a configuration o-initial if it is of the form
(go, o) where qq is the initial state. We say that a path is o-
initial if it starts from a o-initial configuration. For a rewb r
and memories o, let us write Res,(r) for the set of pairs
(w,c’) such that there exists a o-initial run that matches
w with ¢’ being the final memories, that is, Res,(r) =
{(word(m),c") |  is a o-initial path of MFA(r) A last(m) =
(g,0’)} where gy is the unique final state of MFA(r). We
write L, (r) for Res,(r) projected onto the first element, that
is, Ly(r) ={w | (w,_) € Resy(r)}.

Definition 1V.2 (Extended MFA). An extended MFA (eMFA)
is an MFA with the transition function § : Q X Rewbs X
ScOps — P(Q), where Rewbs is the set of rewbs. The
transition (¢, 0) —=% (¢’,0’) is defined to be the smallest
relation satisfying: d(q,7,s) 3 ¢’ and o’ = update(c”, s, w)
where (w,0”) € Res,(r). We often call r the label of the
transition.

Note that an ordinary MFA can be seen as an eMFA with the
transition labels restricted to €, a character, or a backreference.
Also, for simplicity, we assume that for there is exactly one

r/s labeling a transition between a pair of states. That is, for

any ¢,q € @, there is a unique 7 /s such that ¢ L/S% q'. Note

that any DMFA can be viewed as such an EMFA by taking
the union of labels of the transitions between the states (letting
the label be (}/¢ when there is no transition from g to ¢’). The
top-level conversion algorithm is shown in Algorithm [4] It first
removes memory open and close operations by Algorithm [3]
Then, as remarked before, it makes copies of the obtained
eMFA per each final state to convert it to an equivalent regex
by Algorithm [2} and returns the union of the obtained regexes.
By an argument similar to Lemma 17 of [29], one can show



that the top-level conversion algorithm outputs a rewb that is
equivalent to the input DMFA.

Theorem IV.3 ([29]]). Algorithm | returns a rewb that is
equivalent to the input DMFA.

The main technical contribution of this section is Theo-
rem which states that not only is the rewb returned
by Algorithm [ equivalent to the input automaton, but is also
CDA. By Theorem|[IL.6] this implies that the algorithm returns
a ReDoS invulnerable rewb. The rest of the section is devoted
to the proof of Theorem We first prove a technical
lemma concerning paths of (non-extended) MFAs.

Lemma IV.4. Let 7 be a o-initial path of an MFA A. Then, for
any u =< word(w), there is a o-initial path of A that matches
u.

Proof. Either there is a prefix 7 of 7 such that word(7’) = u,
or there is a prefix 7’ - (q1,01) — (_,_) of m where
the last step takes a transition (q1,\%,_,_) € J such that
w = o1().con and word(n") < u < word(w")w. Here,
w = 01 (i).con when case (2) of Definition [I.2]is taken. In the
former case, 7’ is a o-initial path of MFA(r) that matches u. In

the latter case, the path - (g1,01) — (stuck-st, o;) where
word (7" )w' = u is a o-initial path of MFA(r) that matches
u. Note that, in the latter case, case (3) of Definition [[I.2] is
necessarily taken. O

Next, we introduce key notions for our proof called strong
disjointness (SD) and self strong disjointness (SSD). Roughly,
SD says that an accepting run in one regex has no paths,
accepting or not, matching the same string in the other regex.
Similarly, SSD says that an accepting run in a regex has no
other paths, accepting or not, matching the same string in the
same regex. To our knowledge, these notions are novel, for
both pure regexes and rewbs. As we shall show next, they
also exhibit interesting closure properties that turn out to be
useful for the proof.

Definition IV.5 (SD). We say that rewbs r; and 75 are strongly
disjoint (SD), written 71 0 ro, if for all memories o and
w € L,(r1), there is no o-initial (accepting or non-accepting)
path in MFA(rs) that matches w, and vice versa.

By definition, SD is symmetric, that is, 71 ¢ ro iff ro £ 71.
Note that SD implies ordinary disjointness, that is, if 71 ¢ 79
then L,(r1) N Ly(r2) = O for all o. However, the converse
does not generally hold: for example, a and ab are disjoint but
not SD. Hence, the name “strong” disjointness. We show that
SD is preserved by concatenations of the following form.

Lemma IV.6. If r| o ro, then ri7 & 3.

Proof. Suppose for contradiction that there are w € L, (r17)
and a o-initial path = of MFA(ry) such that word(w) = w.
Then, there must be v =< w such that u € L,(r1). By
Lemma there must be a o-initial path in MFA(r,) that
matches u, which contradicts the assumption that 1 £ 7o.
Now, suppose for contradiction that there are w € L, (r3) and

a o-initial path m of MFA(ryr) such that word(w) = w. If
7 ends in MFA(ry), then this contradicts r1 ¢ r5. Therefore,
there must be a prefix « < w such that u € L,(r1). But by
Lemma there must be a o-initial path in MFA(rs) that
matches u, which contradicts 1 ¢ ro. O

The following is immediate from the definition of SD.
Lemma IV.7. If r £ 1y and v + ro then r o r1|rs. O

Next, we formally define SSD. We say that a path is
maximal if it does not end in a state that has exactly one
outgoing transition, which additionally is labeled by e.

Definition IV.8 (SSD). We say that r is self strongly disjoint
(SSD), if for any o and any w € L,(r), there is exactly one
maximal ecf o-initial path of MFA(r) that matches w, namely
the ecf accepting run that witnesses w € L (r).

We show the following property of SSD.

Lemma IV.9. Suppose that r is SSD and w € L, (r). Then,

(1) for any u < w, w ¢ Ly(r); and

(2) for any u > w, there is no o-initial path, accepting or
not, that matches u.

Proof. For (1), let m be the maximal ecf o-initial path of
MFA(r) that accepts w. Applying the construction in the
proof of Lemma we obtain from 7 a non-accepting
maximal ecf o-initial path 7/ that matches u. Then, by SSD
of r, it must be the case that u ¢ L,(r). To show (2),
for contradiction, suppose that there is a o-initial path 7
that matches w. Then, since w < u, by applying the same
construction, we obtain from 7 a non-accepting maximal ecf
o-initial path that matches w. But since w € L, (r), this
contradicts the assumption that r is SSD. O

We show that SSD is closed under concatenation.
Lemma IV.10. If vy and ro are SSD, then so is ri7s.

Proof. Suppose that w € L, (r172), then there is u < w such
that u € L,(r1). By SSD of r; and Lemma (1), such u
is unique, and by Lemma (2), if u < w then there is no
o-initial path of MFA(r1), accepting or not, that matches w.
Also, by SSD of rq, there is exactly one maximal ecf o-initial
path 7, of MFA(ry) that matches (and accepts) u. Let o’ be
the final memories of that path. Then, by SSD of ro, there is
exactly one maximal ecf o’-initial path w9 of MFA(rs) that
matches (and accepts) u\w. Therefore, there is exactly one
maximal ecf o-initial path of MFA(rirs) that matches (and
accepts) w, namely, 7 - (¢71,0") = (qo2,0") - o Where g1
is the final state of MFA(r1) and goo is the initial state of
MFA(rs). O

By contrast, SSD is not closed under union in general, that
is, 71|r2 may not be SSD even when r; and r are (a simple
counterexample is ;1 = 79 = a). However, the following
lemma shows that the union is SSD if 71 7 7o.

Lemma IV.11. If ry and ro are SSD and 11 # 1o, then r1|rq
is SSD.



Proof. Suppose w € L, (ri|re). Either w € L,(r1) or w €
Ly (r2). Suppose that w € L,(ry) (the case w € Ly(ra) is
symmetric), and let 7 be the unique maximal ecf o-initial
path of MFA(ry) that matches and accepts w. By r1 # 7o,
there is no path, accepting or not, that matches w in MFA(rs).
Therefore, there is exactly one maximal ecf o-initial path of
MFA(r|ro) that matches (and accepts) w, namely, (qo, o) —
(qo1,0) - 71 - (qf1,0") = (qr,0") where qo, gy are the initial
and the final states of MFA(r1|r2), go1,qs1 are the initial and
the final states of MFA(ry), and ¢’ is the final memories of
. O

Likewise, SSD is not closed under Kleene star in general,
that is, 7* may not be SSD even when r is (a simple
counterexample is 7 = a). However, we show that SSD is
preserved when the Kleene star is “guarded” by an SSD rewb
that is strongly disjoint from 7.

Lemma IV.12. If ry and ro are SSD and ry  ra, then riry
is SSD.

Proof. Let m be a maximal ecf o-initial accepting path of
MFA(riry), and w = word(w). We may assume that w # e.
It must be the case that 7 is one of the form:

(90,0) = (qrs,0) = (q02,0) - T2 - (qr2,_) = (q5,_)

where gys is the final state of MFA(r}), go2 and gso are
respectively the initial state and the final state of MFA(r2),
and 7o is a maximal ecf o-initial accepting path of MFA(rs),
or of the form:

(90, 90) = (qo1,00) - m11 - (g1, 01) = (qo1,01) - T12 -+
€ €
Tin * (Qfl,Un) — (Qf5707z) — (QO27Un) .
€
72 (qra, ) — (a5, _)

for some n > 1 where o9 = 0, qo1 and g1 are respectively
the initial and the final state of MFA(ry), 71, is an ecf o;_1-
initial accepting path of MFA(r,) foreachi € {1,...,n}, and
7o is a maximal ecf o,-initial accepting path of MFA(rs).

For the former case, by r; ¢ ro, there cannot be a o-
initial path in MFA(r;) matching w = word(m2), and by SSD
of ry, my is the only o-initial path in MFA(ry) matching w.
Therefore, m is the only maximal ecf o-initial path matching
w.

For the latter case, let wy; = word(m;) for each i €
{1,...,n}, and we = word(my). Clearly, w = w11 ... w1 ws.
By SSD of ry, my; is the only ecf maximal o;_;-initial
path of MFA(ry) matching wy;, and by Lemma D),
u ¢ Ly,_,(r1) for any v < wy;. Also by Lemma
(2), for any uw > wy, there is no path in MFA(r,) that
matches u. Also, by r; # 75 and Lemma no o;_i-
initial path of MFA(ry) matches any u > ws;. Finally, by
SSD of 79, mo is the only maximal ecf o,-initial path of
MFA(re) matching ws, and by r1 ¢ 19 and Lemma no
oy-initial path of MFA(r;) matches wy and u ¢ L, (1) for
any u = ws. Therefore, 7 is the only maximal ecf o-initial
path that matches w. O

We show that SD rewbs remain SD when prepended with
an SSD rewb.

Lemma IV.13. Let 1 be SSD and ro ¢ rly. Then, r119 # 117%.

Proof. Let w be a o-initial accepting path of MFEFA(rirs), and
w = word (). It suffices to show that there is no o-initial path
matching w in MFA(rir}) (the other case is symmetric). For
contradiction, let 7’ be a o-initial path of MFA(r7%) matching
w. Let 71 be the prefix of 7 within the MFA(rq) part, and let
o’ be the final memories of 1. By SSD of r; and Lemma
it must be the case that 7; is also a prefix of «’. That is,
7! = mym}, for some o’-initial path 75 of MFA(rS). But then,
o where m = 77y is a o’-initial accepting path of MFA(rz)
that matches word(}), which contradicts ro £ rh. O

The next lemma states that an analogous result holds when
we prepend the SD rewbs by a Kleene star of an SSD rewb,
provided that the latter rewb is also SD with the former two.

Lemma IV.14. Let r1 be SSD, r1 oL 1o, 11 o v, and ro & 7).
Then, rire o& rirh.

We extend the notion of degree of ambiguity from Sec-
tion to paths starting from o-initial configurations. For-
mally, given an MFA A, the degree of ambiguity of A
with respect to a string w and memories o is defined by:
day,(A,w) = {m € InitPaths,(A) | mis ecf N word(mw) =
w}| where InitPaths,(A) is the set of o-initial paths of A.
Likewise, we define the o-initial degree of ambiguity of rewbs
by: da,(r,w) = day(MFA(r),w). We define all-memories
degree of ambiguity by: ada(r,w) = max, da,(r,w), and
ada(r) = maxyex- ada(r, w), letting ada(r) = oo if there
is no k € N such that da,(r,w) < k for all w € ¥* and
memories . We say that a rewb r is all-memories constant
degree ambiguous (ACDA) if ada(r) # oco. Clearly from the
definition, ACDA implies CDA. It is easy to see that ACDA
is closed under union.

Lemma IV.15. If r1 and ro are ACDA, then so is ri|re. O

By contrast, ACDA is not closed under concatenation in
general, that is, 173 may not be ACDA even when r; and 7o
are. A counterexample is 7y = (1(a|b)*); and ro = \1 (cf. Ex-
ample [[TL.5). However, we can show that the concatenation is
ACDA when the first rewb is also SSD.

Lemma IV.16. If r1 is SSD and ACDA and rs is ACDA, then
r17o is ACDA.

ACDA is not closed under Kleene star in general, that is, r*
may not be ACDA even when r is (a simple counterexample
is 7 = ala). However, we can show the following result that
is similar to Lemma

Lemma IV.17. If ry is SSD and ACDA, ry is ACDA, and
r1 90 1o, then riry is ACDA.

By an argument analogous to the above proof (i.e., let ro =
() in the above), we also obtain the following.

Corollary IV.18. If r is SSD and ACDA, then r* is ACDA.



We show that the following invariants hold for the interme-
diate eMFAs constructed by Algorithm

(I1) For any label r, r is SSD.

(I2) For any label r, r is ACDA.

(I3) For any r; and r; labeling two different transitions from
a same state, ry L ro.

Lemma IV.19. Suppose Algorithm [2]is given an input eMFA
that satisfies (11)-(13). Then, (11)-(13) hold for the eMFA A
whenever the loop entry at line |2| is reached.

Proof. We prove by induction on the number of times line [2]
is reached. It is easy to see that (I1)-(I3) all hold for A when
line 2] is reached for the first time.

Now, suppose as induction hypothesis that (I1)-(I3) hold for
A at line 2l We show that each remains true the next time line
[ is reached. We first show (I1) and (I2) holds. Each newly
introduced label is of the form (rir3rs)|ry, where r1,79,73
and r, are labels on the transitions of A from the previous
iteration such that ry and r, are labels on two different
transitions from a same state and likewise for ro and r3.

(I1) SSD of r3rs follows from Lemma since ro and 73
are SSD and 75 ¢ r3 by induction hypotheses (I1) and
(I3). Then, SSD of 717573 follows from Lemma[[V.10|and
induction hypothesis (I1) that ; is SSD. Finally, SSD of
(rir3rs)|ry follows from Lemma and Lemma [[V.6]
since r4 is SSD and 71 o0 r4 by induction hypotheses
(I1) and (I3).

ACDA of r3r; follows from Lemma since 75 and
ro are ACDA, 15 is SSD and 72 o4 r3 by induction
hypotheses (I1), (I2), and (I3). Then, ACDA of ri75rs
follows from Lemma since r1 is SSD and ACDA
by induction hypotheses (I1) and (I2). Therefore, ACDA
of (ryr3rs)|ry follows from Lemma since 7y is
ACDA by induction hypothesis (12).

Next, we show (I3). Let » and 7’ be labels on two different
transitions from a same state. If both are transitions of A
from the previous iteration, then (I3) holds immediately by
induction hypothesis (I3). So, it suffices to consider the case
where at least one of them is a label on a newly introduced
transition which we assume, without loss of generality, is r.
Let r = (ryr3rs)|ra where 71, 79, 73, and 74 are labels on
the transition of A of A from the previous iteration such that
r1 and 74 are labels on two different transitions from a same
state and likewise for ro and r3. If 7’ is a label on a transition
of A from the previous iteration, then r17r3r3 ¢ 7’ follows
from Lemma since 71 +¢ ' by induction hypothesis (I3).
Therefore, (r17573)|rs £ 1’ follows from Lemma since
r4 o v’ by induction hypothesis (I3). Otherwise, r’ is also a
label of a newly introduced transition. It must be the case that
r’ = (ryryry)|r) for some r4 and ), such that r, r3, and 74
are mutually strongly disjoint and so are r1, 4, and 7} by in-
duction hypothesis (I3). Therefore, r3rs 7 r3r; follows from
Lemma since 79 is SSD by induction hypotheses (I1),
and s0 717573 o r1rirh follows from Lemmal[IV.13|since 1 is
SSD by induction hypothesis (I1). Therefore, r17r3r5, rirsrs,

a2

r4, and 7 are mutually strongly disjoint by Lemma [[V.6] and
s0 (r17373)|ra o (r1r374)|r}y by Lemma [IV.7] O

We prove a similar lemma for the intermediate eMFAs
constructed during Algorithm [3]

Lemma IV.20. Suppose Algorithm 3] is given an input eMFA
that satisfies (11)-(13). Then, (11)-(I3) hold for the eMFA A
whenever the loop entry at line[l] is reached.

We are now ready to prove the main theorem of this section.
Theorem IV.21. Algorithm H| returns an ACDA rewb.

Proof. Because the input MFA A is DMFA, it satisfies con-
ditions (I1)-(I3) (note that the fact that A is DMFA is crucial
for (I3) to hold).Therefore, by Lemma each A; created
at line [ also satisfies (I1)-(I3), and by Lemma each r;
is of the form ry;r3; for some r1; and ry; that are SSD and
ACDA. By Corollary 8l 75, is ACDA, and so r; is ACDA
by Lemma Thus, the rewb r returned by the algorithm
is ACDA by Lemma O

We obtain the following as a corollary of Theorems [[11.6]
and V.21l

Corollary IV.22. Algorithm[d|returns a rewb that is equivalent
to the input DMFA and is not ReDoS vulnerable.

Recall that any pure regex can be converted to an equivalent
DFA (e.g., by applying the textbook subset construction [30]).
Thus, we obtain:

Corollary IV.23. Any pure regex can be converted to an
equivalent ReDoS invulnerable regex.

Note that, as shown by Schmid [29], not every rewb can
be represented as a DMFA, and so our construction method
cannot be used to convert every rewb to an equivalent ReDoS-
invulnerable one. For example, our method cannot convert
(1(a]b)*)1\1 to an equivalent ReDoS invulnerable regex as the
regex cannot to be represented by a DMFA (cf. Example [[I.4).
Indeed, we shall show in the next section that a conversion
method that can turn any rewb to an equivalent ReDoS
invulnerable form is unlikely to exist. However, since CDA
is closed under union (cf. Lemma [[V.I3)), it is easy to extend
our method to a rewb expressible by a finite union of nested
DMFAs. That is, given nested DMFAs A;,..., A,, we run
our algorithm to obtain equivalent CDA rewbs r1,...,7,, and
return 7q|...|r, which is also guaranteed to be CDA and
therefore ReDoS invulnerable. For example, we can convert a
rewb of the form r|r’ for r = ((1(alb)*(alb)(a|b)*)1(c|d)\1)*
and any pure regex r’ to an equivalent ReDoS invulnerable
one, because r can be represented as a nested DMFA by an
approach analogous to Figure [2| and any pure regex can be
represented by a DFA (and hence by a nested DMFA).

The complexity of the conversion algorithm is polynomial
in the input nested DMFA. More precisely, we have the
following.



Theorem IV.24. Given a nested DMFA A = (Q,6,qo, F)
with © 4 as the nesting relation, Algorithm || runs in time

O((I®al + [FDIQP).

We note that the converted regex can be exponentially larger
than the input DMFA in the worst case. This is expected
because the conversion algorithm is guaranteed to return a
pure regex when given a DFA, and it is well known that a
pure regex must be exponentially larger than an equivalent
DFA in general [17], [22].

V. IMPOSSIBILITY OF CONVERTING REWBS IN GENERAL

In this section, we show that, assuming a well-believed
conjecture in parameterized complexity theory, there cannot
be an algorithm (of any complexity) that converts an arbitrary
rewb to an equivalent ReDoS invulnerable one. This is in stark
contrast to the case of pure regexes every one of which can be
converted to an equivalent ReDoS invulnerable regex by the
algorithm given in the previous section (cf. Corollary [V:23).
Recall that a parameterized problem is called fixed-parameter
tractable (FPT) if it can be solved in time f(k) - poly(n)
for some function f, where n is the input size and k is the
parameter. W[1] is a class of parameterized problems that
is believed to be not contained in FPTF] We next recall the
following result from [18].

Theorem V.1 ([18]]). The matching problem for pattern lan-
guages [3l] is W[1]-hard with respect to the input string length
and with the size of the input pattern as the parameter.

It is easy to see that rewbs can describe pattern languages
(e.g., the pattern axbx over the alphabet {a, b} and a variable
x can be described by the rewb a(;(a|b)*);1b\1). Therefore,
the following corollary follows.

Corollary V.2. Assuming that W[1] is not contained in FPT,
there is no matching algorithm for rewbs that runs in time
f(r) -poly(|w|) where w is the input string and r is the input
rewb, for some function f.

From this corollary, we immediately obtain the third main
result of our paper:

Theorem V.3. Suppose that A,, is a matching algorithm for
rewbs. Assuming that W[1] is not contained in FPT, there is no
algorithm that converts a given rewb r to an equivalent rewb r’
such that TIME 4, (r',w) € O(|w|) where TIME 4, (r', w)
is the worst case running time of A,, on the input rewb r'
and the input string w.

Proof. Assume that W[1] is not contained in FPT. Suppose
for contradiction that we have a conversion algorithm A,
that, given a rewb r, returns 7’ that is equivalent to r and
TIME 4, (r',w) € O(Jw|). This gives an FPT algorithm for
matching rewbs as follows: this algorithm first converts the
input rewb r by A, and then runs 4,, on the converted rewb
and the input string w. It is easy to see that this algorithm
indeed decides whether w € L(r) and is also FPT. Namely,

4We refer to a textbook [16] for more details on parameterized complexity.

it runs in time TIME 4, (r) + O(|w|) where TIME 4 (r)
is the worst-case running time of A, on the input rewb r.
However, by Corollary such an algorithm cannot exist,
thus obtaining a contradiction. O

We note that the complexity of the conversion algorithm
A, does not matter to the argument above. Additionally, the
statement of the theorem can be strengthened to state that
there cannot be a method such that the converted rewb can be
matched in time polynomial in the length of the input string
for some fixed-degree polynomial. Also, by Theorem [[II.6]
the above theorem implies that there cannot be a method that
converts the given rewb to an equivalent CDA one.

As remarked in Section [l A,, can be any algorithm for
matching rewbs. In particular, A,, can but not necessarily be
the inefficient backtracking matching algorithm. Finally, we
note that the result does not contradict the positive result from
Section [[V] as it only rules out existence of methods that can
convert every rewb to an equivalent ReDoS-invulnerable form
(assuming W[1] # FPT), and allows methods that can convert
some rewbs to such a form.

VI. RELATED WORK

There is a substantial amount of prior work on ReDoS and
rewbs. In this section, we mention ones that are most closely
related to the contributions of this paper.

Regarding the degree of ambiguity of regexes or automata,
Weber and Seidl [36]] have shown that CDA for an NFA can be
characterized by a certain simple condition and also that the
problem of determining if the given NFA is CDA is decidable
in polynomial time. However, their work only considers NFAs
without e transitions, and while there have been proposals for
using their characterization to detect ReDoS vulnerability for
pure regexes, as pointed out by [L1] (cf. the discussion at
the end of Section III of their paper), such methods can be
unsound and can classify an actually ReDoS vulnerable regex
as invulnerable when the NFA representing the regex contains
€ transitions.

In this paper, we have shown that, when e transitions are
properly considered, CDA indeed becomes a sufficient condi-
tion for guaranteeing ReDoS invulnerability for pure regexes.
Additionally, we have extended the notion of the degree of
ambiguity to MFAs and shown that CDA of those becomes a
sufficient condition for ReDoS invulnerability for regexes with
backreferences. That said, we do not have simple conditions
in the style of [36] that characterize CDA or algorithms for
deciding if the given regex or automaton is CDA, neither for
the case of pure regexes or NFAs but with € transitions, nor
for the case further extended with backreferences. While we
suspect that the former case is not too difficult and probably
doable by a minor extension to the approach of [36]E] the
latter case seems to be a non-trivial open problem especially
because even a basic problem such as universality is known
to be undecidable for rewbs [19].

SThere is a prior work [2] that considered this problem, but their treatment
of € transitions is unsuitable for characterizing ReDoS.



Regarding methods to convert a given regex or automaton to
a ReDoS invulnerable regex, Book et al. [8] have shown that
applying state elimination to a DFA yields an “unambiguous”
regex. However, they consider a weak form of unambiguity
that is insufficient for guaranteeing ReDoS invulnerability. For
example, a ReDoS vulnerable regex a** over the alphabet
{a,b} would be considered unambiguous according to their
definition. Van der Merwe et al. [35] have also proposed a
conversion method for pure regexes that uses state elimination,
but without a proof of correctness. To our knowledge, our
work is the first to give a provably-correct state-elimination-
based method to convert a regex or an automaton to an
equivalent ReDoS invulnerable regex. In particular, we have
proved that the output regex satisfies CDA and that CDA is
a sufficient condition for ReDoS invulnerability. Additionally,
while the prior methods mentioned above could only handle
pure regexes, our conversion method supports regexes with
backreferences.

A recent work by Chida and Terauchi [11] proposes a
conversion method that can handle backreferences (as well as
other popular extensions such as lookaheads). Their method
takes as input a possibly-ReDoS-vulnerable regex r to be
repaired, a finite set of positive examples P C »*, and a
finite set of negative examples N C X*. It returns a regex
r’ satisfying (1) ' is real-world-strongly-one-unambiguous
(RWSIU), (2) P C L(r"), 3) NN L(') = 0, and (4)
r’ has the shortest edit distance from r among the regexes
satisfying (1)-(3). The edit distance between two regexes is
the smallest number of AST nodes to remove from or add
to the AST of one regex to convert it to that of the other.
RWSI1U is a sufficient condition for ReDoS invulnerability,
and thus their method guarantees that the output regex r’ is
ReDoS invulnerable. However, besides that, as seen above,
their method only guarantees that r’ is consistent with the
given examples and is syntactically close to the input regex in
the sense of (4).

In particular, their method can output a regex that is
semantically inequivalent to the input. As a concrete example,
on the ReDoS-vulnerable regex r = (1(alb)**)1c\1|aaaa,
the positive examples {aaaa,abcab} and the negative ex-
amples {aa, abcba}, their method returns the regex 7’/ =
(1®*)1c\1|a(a|b)(a|c)ab*E] While 7’ is indeed RWS1U (and
therefore ReDoS invulnerable) and correctly classifies the
given examples, it is clearly semantically inequivalent to 7.
In fact, our impossibility result (Theorem says that a
semantics-preserving conversion method that works for every
rewb and guarantees ReDoS invulnerability is unlikely to exist.
That said, their work is in the context of programming-by-
examples and assumes that a user of their method may want
to repair not only ReDoS vulnerability but also possibly the
semantics of the regex. Therefore, the fact that semantics is
not preserved by their method may be considered a feature
rather than a defect in the context of their work.

Finally, there has been much work on ReDoS-free non-

%The tool is available at https:/github.com/NariyoshiChida/SP2022|

backtracking matching algorithms such as Google’s RE2 and
the ones proposed in very recent papers [25], [21], [4].
However, as mentioned in Section |I} these algorithms lack the
support for backreferences. We think that our work sheds light
on how to provide some support for backreferences while still
avoiding ReDoS.

VII. CONCLUSION

In this paper, we have conducted a formal study of DoS vul-
nerability of regexes with and without backreferences. We have
made the following three key contributions. First, we have
extended the notion of the degree of ambiguity to regexes with
backreferences and shown that constant degree of ambiguity is
a sufficient condition for guaranteeing ReDoS invulnerability,
for both the cases with and without backreferences. Secondly,
we have proposed a method to convert a given finite union
of deterministic memory automata to an equivalent CDA (and
hence ReDoS invulnerable, by the first contribution) regex.
This in particular has given a method that converts an arbitrary
pure regex to an equivalent ReDoS invulnerable one. Finally,
we have shown that, unlike for the case of pure regexes, assum-
ing the well-believed conjecture that W[1] is not contained in
FPT, there cannot be a method that converts an arbitrary regex
with backreferences to an equivalent ReDoS invulnerable one.
As remarked before, the first two positive ones hold even for
the inefficient backtracking matching algorithm, whereas the
third negative result holds for any matching algorithm.

As also discussed in Section a possible direction for
future work is to look for a simple condition that characterizes
CDA for rewbs or MFAs in the style of Weber and Seidl’s
characterization of CDA for e-transition-free NFAs [36], and
investigate the decidability and the computational complexity
of the problem of determining if the given rewb or MFA
is CDA. Another possible direction for future work is to
extend the study to regexes containing both backreferences
and lookarounds. Like backreference, lookaround is a prac-
tically popular extension supported by most major regex
engines, and recent papers [10], [34]], [26] have shown that
regexes extended with both backreferences and lookarounds
are significantly expressive, in particular, strictly more ex-
pressive than regexes extended with only backreferences or
only lookarounds. While the conversion method proposed by
Chida and Terauchi [11] can handle a regex containing both
backreferences and lookarounds, as remarked in Section
their method may not preserve the semantics of the regex.
How to ensure ReDoS freedom in the presence of both of
these features remains an important but largely open problem.
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APPENDIX
OMITTED PROOFS

Lemma V14l Let ry be SSD, r1 19, 71 o4 Th, and o 7 Th.
Then, rirg o rirh.

Proof. Let 7 be an ecf o-initial accepting path of MFA(rirs),
and w = word(w) (the case w € L, (rjry) is symmetric).
Without loss of generality, we assume that w # €. It must be
the case that 7 is of the form:

(90,0) = (qrs,0) = (q02,0) - T2 - (qr2,_) = (q5,_)

where gf, is the final state of MFA(r}), qo2 and gyo are
respectively the initial state and the final state of MFA(r2),
and 7o is an ecf o-initial accepting path of MFA(rs3), or of
the form:

(QOaUO) — (QOIaGO) STt (Qf170’1) = (%1,01) cT2 0t
Tin * (qflaan) i> (Qfsao'n) i> ((Jo270n) :
€
™ - (qf2,—> — (qf7_)

for some n > 1 where 09 = o, qo1 and gy are respectively
the initial and the final state of MFA(ry), my; is an ecf o;_1-
initial accepting path of MFA(r;) for each ¢ € {1,...,n},
and 7o is an ecf o,-initial accepting path of MFA(rs).

For the former case, suppose for contradiction that there is a
o-initial path of MFA(r}r}) that matches w. Because ry ¢ r},
there is no o-initial path of MFA(r;) that matches any prefixes
of w (including w itself). Therefore, it must be the case that
there is a o-initial path of MFA(r5) that matches w, which
contradicts o o4 7%.

For the latter case, suppose for contradiction that there is a
o-initial path 7’ of MFA(rir}) such that word(n') = w. Let
m = mma. By SSD of r; and Lemmas and it must
be the case that 7' = w7} for some o, -initial path 7} of
MFA(rq) (cf. the second case in the proof of Lemma [[V.12)).
But word(my) = word(n}), and because ro 4 rf, such 7l
cannot exist, contradiction. O

Lemma V.16l If vy is SSD and ACDA and ry is ACDA, then
ri7o is ACDA.

Proof. Let w be an ecf o-initial path in MFA(rir3). Suppose
that 7= ends in MFA(ry). Let word(w) = w. By SSD of
r1 and Lemma 2), u & Ly(r1) for any u < w,

and so day(rire,w) < day(ri,w) + dags(ra,€) + 1 where
+day (ra2,€) + 1 accounts for the case that w is accepted by
r1 and ¢’ is the final memories of the (necessarily unique as
r1 is SSD) o-initial path of MFA(r;) that accepts w.
Otherwise, 7 ends in MFA(ry), and we can let m = 7y -
(gf1,0") 5 (qoa, 0”)-m2 where 7y is an ecf o-initial accepting
path of MFA(ry), mo is an ecf o’-initial (possibly non-
accepting) path of MFA(rs), gs1 is the final state of MFA(rq),
and qoo is the initial state of MFA(rs). Let wi = word(my)
and wy = word(my). By SSD of r; and Lemma (D),
w1 is the unique ecf path of MFA(rq) that matches w; and
u ¢ L(m) for any u < wy and by Lemma [[V.9](2), there is no
o-initial path of MFA(r,) that matches any w > wj. There-
fore, da,(r172, w) < dags (re, ws)+ 1 where +1 accounts for
the case that wy; = €. Thus, r1r2 is ACDA. O

Lemma If r1 is SSD and ACDA, r5 is ACDA, and 11 #
T9, then rira is ACDA.

Proof. Let 7 be an ecf o-initial path of MFA(rrs), and w =
word(m). As in the proof of Lemma without loss of
generality, we assume that w # e[] It must be the case that 7
is of the form:

(QO7U) i> (Qfsvo-) i> (%2#7) )

where q¢s is the final state of MFA(rY), go2 is the initial
stateof MFA(rs), and o is an ecf o-initial path of MFA(rs),
or of the forms:

(QOvJO) = (%1,00) STl (Qflaal) = (%1701) NS R
Tin * (qflao—n) i> (qf970ﬂ) i> (QO27Un) + T2
or

(QO,UO) = (QOhUO) CTI1 (Qf1701) = (QO1>UI) TT12Tin

possibly followed by e transitions, for some n > 1 where
09 = 0, Qo1 and gy are respectively the initial and the final
state of MFA(ry), my; is an ecf o;_1-initial path of MFA(r;)
that is accepting except for possibly the last 71, for the second
case for each ¢ € {1,...,n}, and 73 is an ecf o,-initial path
of MFA(rs).

In the first case, by 71 % 7o and Lemma it must
be the case that u ¢ L,(rq) for any u =< w. Therefore,
day(rire,w) < dag(re, w).

In the remaining two cases, by adopting an argument similar
to Lemma[[V.12] we can show that the part of the path up to the
last accepting (for MFA(r1)) m1; is uniquely determined, and
show that ada(rire, w) < ada(r1)-+2 by an argument similar
to Lemma and the above, where +2 accounts for the
second case with 7y, accepting as we can extend the path with
two additional e transitions, namely, to ¢y, and subsequently
to goz2. Thus, 772 is ACDA.

O

Lemma Suppose Algorithm [3]is given an input eMFA
that satisfies (11)-(13). Then, (11)-(13) hold for the eMFA A
whenever the loop entry at line |l|is reached.

"Note that ruling out finitely many strings is fine because the degree of
ambiguity for such strings is finitely bounded.
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Proof. We prove by induction on the number of times line
is reached. The fact that (I1)-(I3) all hold for A when line |I|is
reached for the first time is immediate from the assumption.
Now, suppose as induction hypothesis that (I1)-(I3) hold
for A at line[Il We show that each remains true the next time
line [1] is reached. Let (p, (;ar);o/,<,q’) be the newly added
transition. By inspection of Algorithm [2] and Lemma

7 = ryr5 for some r; and 73 such that r; and r, are SSD and

ACDA, and 15 ¢ o/.

(I1) Tt suffices to show that the label on the new transition is
SSD. By Lemma r3a/ is SSD since o’ is SSD by
induction hypothesis (I1). Therefore, by Lemma [[V.10}
ara’ = aryria’ is SSD since « is SSD by induction
hypothesis (I1). Thus, (;ar);a’ is SSD.

(I2) Tt suffices to show that the label on the new transition
is ACDA. By Lemma r3a/ since o is ACDA by
induction hypothesis (I12). Therefore, by Lemma [[V.16]
ara’ = aryria’ is ACDA since « is SSD and ACDA
by induction hypotheses (I1) and (I2). Thus, (;ar);a’ is
ACDA.

(I3) Suppose that (p,r’,_) is a transition in A from the
previous iteration. It suffices to show that ' % (;ar);a/.
By Lemma r’ & ara’ since 7' 7 « by induction
hypothesis (I3). Thus, v/ ¢ (;ar);o’.

O

Theorem [V.2d. Given a nested DMFA A = (Q,9,qo, F)
with © 4 as the nesting relation, Algorithm {| runs in time

O((I®al + [FDIQP).

Proof. Algorithm [] is a straightforward adaptation of the
standard state elimination algorithm which runs, in the worst
case, in time cubic in the number of states of the input eMFA.
Algorithm [3] calls Algorithm [2| |© 4] times and, for each
such call, do additional work which takes at most O(|Q|?)
time. Therefore, Algorithm [3| runs in time O(|©4[(|Q?)).
Finally, Algorithm ] first calls Algorithm [3] and then runs
Algorithm 2]at most | F'| many times. Therefore, the worst-case
time complexity of Algorithm [d]is O((|©4] + |F])|Q|?). O
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